Cyber threats to connected cars
14 June 2018, by David Bradley
Connected cars could be as vulnerable to so-called
"cyber attack" as the smartphone in your hand or
the personal computer on your desktop, according
to a new study from the UK. "Connected cars are
no different from other nodes on the internet of
things and face many of the same generic
cybersecurity threats," the team reports. They point
out that the sheer number of putatively connected
vehicles represents the biggest problem to be
addressed and yet there have been few
contributions to the debate. There are threats that
are peculiar to connected cars rather than any
other Internet of Things (IoT) device, PC, or
mobile.

other car-related mobility services.
The team adds, however, that each additional
feature and function in a connected car brings with
it digital security risks and vulnerabilities that could
expose critical vehicle systems to those who might
exploit them for illegal activity. "The potential costs
of vehicle cybersecurity attacks and their
prevention measures need to be weighed up
against the undoubted benefits which technological
innovations in connected cars may bring," the team
says.
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