
 

3D-printed guns are on the rise in Australia.
How can we prevent them being made?
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Last week, police seized about 80 illegal firearms across Victoria. These
included eight homemade firearms, four of which were "military-style
weapons," as well as two 3D printers.

This is the latest in a series of seizures of 3D-printed weapons in
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https://sciencex.com/help/ai-disclaimer/
https://www.9news.com.au/national/illegal-firearms-seized-australia-federal-police-victoria-police-operation/eba600cc-8485-4235-ab7f-7936fdecc870


 

Australia:

in 2016, Queensland police discovered a 3D printer in a raid on a
"large-scale" firearms production facility

in September 2021, New South Wales counter-terrorism police
arrested a right-wing extremist for possession of a digital design
file that could be used to print a 3D gun

in June 2022, Western Australia police seized a 3D-printed semi-
automatic rifle including metal parts that could render the gun
fully operational.

Despite media reports of seizures of 3D-printed guns, very little is
known about the demand and availability of these firearms within
Australia. The available research, including our own, draws heavily from
media reports.

What are 3D-printed firearms and why are they such
a threat?

3D printing is used to create a three-dimensional object by layering
materials following instructions contained in Computer Aided Design
(CAD) files. These files can be downloaded on dark web forums, for
example, and shared via online networks.

3D-printed firearms can include handguns, rifles and machineguns.
There are also modular or hybrid guns made from interchangeable
firearm components (3D-printed or otherwise). This allows for
customisation and cloaking of a firearm's history.
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https://www.brisbanetimes.com.au/national/queensland/gun-factory-found-in-gold-coast-police-raids-first-of-its-kind-in-queensland-20161123-gsvwf9.html
https://www.smh.com.au/national/nsw/alleged-right-wing-extremist-arrested-over-blueprint-to-3d-print-a-gun-20210913-p58r80.html
https://www.smh.com.au/national/nsw/alleged-right-wing-extremist-arrested-over-blueprint-to-3d-print-a-gun-20210913-p58r80.html
https://www.perthnow.com.au/news/crime/semi-automatic-assault-rifle-manufactured-with-3d-printer-seized-by-police-during-raid-on-bayswater-home--c-7149056
https://www.perthnow.com.au/news/crime/semi-automatic-assault-rifle-manufactured-with-3d-printer-seized-by-police-during-raid-on-bayswater-home--c-7149056
https://www.tandfonline.com/doi/abs/10.1080/10439463.2020.1730835
https://www.pcmag.com/news/3d-printing-what-you-need-to-know


 

3D-printed firearms do not currently work as well as traditional guns.
However, there have been rapid improvements in the reliability of 3D-
printed firearms and they are becoming less prone to malfunction.

3D-printed guns pose a significant threat to community safety. 3D
printing has evolved to become relatively cheap and easily accessible.
Significantly, it allows the manufacture of operational weapons within an
otherwise heavily regulated firearms context.

Such guns are untraceable as they don't have serial numbers nor do they
leave ballistic evidence in the same way as conventional firearms. This
can undermine police investigations and information systems such as the
Australian Ballistics Information Network and the National Firearm
Trace Program.

These weapons are potentially available to people who aren't licensed to
own a firearm, and those under Firearms Prohibition Orders. This
includes those who could not hold a firearms license due to their age,
mental health, or criminal histories.

What's more, these weapons are made mostly from plastics, which
means they aren't detectable with metal detectors. Such firearms can
bypass traditional security screening measures, presenting serious risks
in aviation, public events and locations where security screening is in
place (for example mega events, or secure government buildings such as
Parliament House). 3D-printed guns are also easier to dismantle and
destroy than more durable metal-based firearms.

Police have revealed some organized criminal groups and extremists
have had 3D printers and 3D-printed firearms in their possession.

Recent Australian research in which one of the authors, David Bright,
was involved, found criminally connected individuals, including
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https://www.smh.com.au/technology/3dprinted-gun-will-kill-police-warn-20130524-2k59g.html
https://www.acic.gov.au/firearm-services
https://www.police.vic.gov.au/firearm-prohibition-orders
https://time.com/5356179/3d-printed-guns-tsa/
https://www.nbcnews.com/technolog/journalists-smuggle-3-d-printed-gun-israeli-parliament-6c10570532
https://www.nbcnews.com/technolog/journalists-smuggle-3-d-printed-gun-israeli-parliament-6c10570532
https://www.tandfonline.com/doi/abs/10.1080/01639625.2022.2086838


 

members of organized criminal groups, can easily access a range of
firearms through social networks. We interviewed 75 people imprisoned
for gun crimes and found some had manufactured firearms or firearm
parts. However, some interviewees were suspicious of accessing digital
design files for fear of leaving online traces that law enforcement could
intercept.

Members of extremist groups are less likely to have the contacts
required to access the Australian black market for firearms. For them,
3D-printed firearms may be an attractive and low-risk option.

How could we respond?

It's important to note Australia has one of the strictest gun control
regimes in the world. Any home manufacture of any firearms is
criminalized under existing laws.
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https://phys.org/tags/firearm/
https://phys.org/tags/law+enforcement/
https://www.rand.org/research/gun-policy/analysis/essays/1996-national-firearms-agreement.html
https://www.rand.org/research/gun-policy/analysis/essays/1996-national-firearms-agreement.html
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Legislative responses to 3D firearms have varied internationally, and
across Australian jurisdictions, and are evolving given the dynamic
nature of the problem. International responses to 3D-printed guns
include:

criminalizing the manufacture of 3D-printed firearms

licensing or registration schemes for 3D-printed firearms

introducing new offenses for possession of digital design files for
3D-printed firearms.

While Australian states have uniform legislation on the restriction of
firearms, different states have enacted different laws for 3D-printed
firearms and their design files. NSW is the only Australian state to
criminalize possession of digital design files for 3D guns.

There are some alternative legal and policy responses. "Hash values"
might be used to eradicate digital design files from the internet. Hash
values are codes associated with images and files, sometimes referred to
as "photo DNA."

Police and technology companies already use these to detect and remove
child exploitation material. This could be used to restrict access to 3D
weapon digital design files. However, unlike child exploitation material,
design files for 3D printed guns are not universally illegal.
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https://sciencex.com/help/ai-disclaimer/
https://eprints.qut.edu.au/215483/1/CJRC_FINAL.pdf
https://www.microsoft.com/en-us/photodna


 

One innovative approach would be to require 3D printers sold in
Australia to recognize digital design files for 3D-printed firearms. This
is turn could prevent printing in such cases.

Online censorship, content moderation and website blocking are other
possible options. However, these are complicated by the fact the
possession or dissemination of design files for 3D-printed firearms isn't
currently illegal (unless you're in NSW). There are also a range of issues
with online censorship, such as free speech, the cross-jurisdictional
nature of the internet, and the availability of design files on the dark
web.

Another possibility for restricting access to digital design files would
involve the development of industry online safety codes. These are codes
that regulate access to harmful online conduct, similar to the Online
Safety Act.

There's perhaps a greater role for the e-Safety Commissioner to direct
platforms or websites accessible in Australia to remove harmful content
such as design files for 3D-printed firearms, or restrict access to those
over 18. Again, though, there are a range of issues with online age
verification systems.

There is a pressing need for more research on 3D-printed firearms in
Australia. Given the relative safety we enjoy in Australia by virtue of our
tough gun laws, there are serious concerns about the ease of availability
of digital design files for printing firearms. Restricting the capacity to
manufacture firearms is our best defense to ensure our safety.

This article is republished from The Conversation under a Creative
Commons license. Read the original article.
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https://www.ohchr.org/en/stories/2021/07/moderating-online-content-fighting-harm-or-silencing-dissent
https://www.legislation.gov.au/Details/C2021A00076
https://www.legislation.gov.au/Details/C2021A00076
https://www.esafety.gov.au/
https://cults3d.com/en/tags/gun
https://www.theguardian.com/technology/2022/oct/31/online-age-verification-system-could-create-honeypot-of-personal-data-and-pornography-viewing-habits-privacy-groups-warn
https://phys.org/tags/design/
https://theconversation.com
https://theconversation.com/3d-printed-guns-are-on-the-rise-in-australia-how-can-we-prevent-them-being-made-193936
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