
 

Encrypted, one-touch, human-machine
interface technology unveils user physiology
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Secure and noninvasive fingerprint biosensor can detect molecules circulating in
the body. Credit: UCLA/Interconnected & Integrated Bioelectronics Lab

Researchers at UCLA and Stanford University have developed a secure,
noninvasive, one-touch technology using hydrogel-coated chemical
sensors and a signal-interpretation framework. It can present detailed
information about an individual's blood composition—such as
metabolites, hormones, nutrients and pharmaceuticals, as well as blood
oxygen—all through the press of a finger.

The first-of-its-kind system builds on previous skin-sensing technologies
developed by the researchers. Now, a paper describing the new
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technology has been published in Proceedings of the National Academy
of Sciences.

Wendy Nilsen, deputy director of NSF's Information and Intelligent
Systems Division, noted that "the ability to quickly, easily and safely
measure human physiology should provide the personalized information
necessary to understand, at an individual level, how a body deals with
illness or remains healthy."

One potential application of the technology is to embed the sensors in
steering wheels of keyless cars to measure blood alcohol and drug levels.
This can help prevent driving under the influence of drugs or alcohol,
which can impair a driver's ability to operate a vehicle safely.

"This touch-based technology can serve as a human-machine interface to
perceive and interpret what's inside someone's body," said study leader
and senior author Sam Emaminejad of UCLA. "It provides much richer
information about our health than current touch-based biosensors such as
pulse oximeters."

The system, described by the researchers as a "cryptographic bio-human
machine interface," or CB-HMI, uses thin hydrogel-coated chemical
sensors to collect and detect particular circulating molecules on the skin
through natural perspiration. The CB-HMI also collects heart rate and
blood oxygen levels.

"This combines the familiarity of a fingerprint scan, such as the one that
unlocks some smartphone models, with our advances in noninvasive
diagnostics that can detect trace molecules circulating in our body that
have been traditionally collected in samples of blood, saliva and other
fluids," said Emaminejad. "Importantly, it also can encrypt the data at
the point of collection by leveraging the individual's unique fingerprint
as a key, so the collected data remain secure and private."
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https://phys.org/tags/human-machine+interface/
https://phys.org/tags/chemical+sensors/
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https://phys.org/tags/heart+rate/
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  More information: Shuyu Lin et al, A touch-based multimodal and
cryptographic bio-human–machine interface, Proceedings of the National
Academy of Sciences (2022). DOI: 10.1073/pnas.2201937119
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