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Chinese team breaks distance record for
quantum secure direct communication
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Experiment setup. Laser: 1550 nm with pulse-repetition frequency 50 MHz;
FPGA field programmable gate array, ATT attenuator, PC polarization
controller, ILP in-line polarizer, CIR optical circulator, PBS polarization beam
splitter, FC 90:10 filter coupler, PMFC polarization maintaining filter coupler,
PM phase modulator, IM intensity modulator with extinction ratio of 45.1 dB,
ISO isolator, FR 90 degree Faraday rotator, SPD superconducting nanowire
single-photon detector with over 85% detection efficiency, 50 Hz dark count
rate and 15 ns reset time. The asymmetric Mach-Zehnder interferometer consists
of two PMFC, and the delay length is about 2 m. Credit: Light: Science &
Applications (2022). DOI: 10.1038/s41377-022-00769-w
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A team of researchers at Tsinghua University in China, has broken the
distance record for quantum secure direct communication (QSDC) by
sending information using their protocol a distance of 102.2 km. In their
paper published in the journal Light: Science and Applications, the group
describes how they devised a new QSDC protocol and used it to send
secure signals over a fiber cable to extend the distance such messages
could be sent.

QSDC takes advantage of entanglement as a means of securing network
transmission over unsecured data lines. Because such particles are linked
in a way that cannot be changed, protocols using them cannot be hacked
without being detected by systems on the intended receiving end of such
messages. As research has progressed to allow for the use of QSDC in
real-world applications, the goal has been to reduce errors, increase
transmission rates and, above all, extend the distance that messages using
the protocol can be sent. Prior to this new effort, the record was just 18
km.

To extend that distance, the researchers devised a new QSDC protocol,
one that involves the use of photonic time-bin states for monitoring
signals and phase states for the actual communication messages. The
researchers suggest adding such features to the QSDC protocol protects
against phase errors and polarization. Further, it does not rely on
feedback nor accurate matching of pairs of interferometers. They also
suggest it makes such systems more reliable as well, which in turns leads
to a lower error rate. And lowering the error-rate allows for extending
the distance messages using the protocol can be sent.

The researchers acknowledge that the transmission rate is slow, at just
0.54 bps, which is slower even than systems using classical computing.

But they note that it is still fast enough to allow for sending encrypted
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messages or even phone calls. They suggest their work shows that it is
possible to create intercity QSDC-based networks using current
technology. And they further suggest that certain parts of the Internet
now in place could be replaced with parts based on the QSDC protocol
they have developed to allow for hacker-resistant communications.

More information: Haoran Zhang et al, Realization of quantum secure
direct communication over 100 km fiber with time-bin and phase
quantum states, Light: Science & Applications (2022). DOI:
10.1038/s41377-022-00769-w
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