
 

Making the 'human-body internet' more
effective

June 14 2019

  
 

  

Experiment setup to understand how characteristics of human body
communication can be improved. Credit: Dairoku Muramatsu & Yoshifumi
Nishida, Source: Equivalent Circuit Model Viewed from Receiver Side in
Human Body Communication

Wireless technologies such as Wi-Fi and Bluetooth have made remote
connectivity easier, and as electronics become smaller and faster, the
adoption of "wearables" has increased. From smart watches to
implantables, such devices interact with the human body in ways that are
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very different from those of a computer. However, they both use the
same protocols to transfer information, making them vulnerable to the
same security risks. Thus, researchers consider using the human body
itself to transfer and collect information. This area of research is known
as human body communication (HBC). Now, scientists from Japan
report HBC characteristics specific to impedance and electrodes, which
they say "have the potential to improve the design and working of
devices based on HBC."

HBC is safer because it uses a lower-frequency signal that is sharply
attenuated depending on the distance. The closed nature of the
transmission results in lower interference and higher reliability, and
therefore, more secure connections. Having the device interact directly
with the body also means that it has reliable biomedical applications.

HBC technologies use electrodes instead of antennas to couple signals to
the human body. This can be used to conduct an electric field from a
transmitter to a receiver, and thus to communicate data. HBC receivers
work very similarly to radio frequency receivers; however, it's much
more difficult to determine their input impedance. This is important
because this allows scientists to maximize the received signal power.

The most important factors are the arrangement of electrodes and the
distance between the transmitter and the receiver. These affect the
output impedance and the equivalent source voltage of the system,
ultimately having an impact on the received signal power. The signal
emanates from the transmitter electrode and goes through the body. The
body's conductivity couples the field to the environment and this serves
as the return path for the transmitted signal.

In their study, the team of Japanese scientists—Dr. Dairoku Muramatsu
(Tokyo University of Science), Mr. Yoshifumi Nishida, Prof Ken
Sasaki, Mr. Kentaro Yamamoto (all from the University of Tokyo), and
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Prof Fukuro Koshiji (Tokyo Polytechnic University)—sought to analyze
these characteristics by constructing an equivalent circuit model of the
signal transmission that goes from the body to an off-body receiver
through touch.

The signal electrodes of both the transmitter and the receiver, as well as
the ground electrode of the transmitter, were attached to the body. The
ground electrode of the receiver was left "floating" in air. This was
unlike other contemporary HBC configurations, in which both ground
electrodes are left floating in air. The researchers found that impedance
increases with increasing distance between the transmitter electrodes.
Interestingly, they also found that the size of the receiver ground was
another factor that affected transmission. They report that capacitive
coupling between receiver ground and human body increases as the
former gets larger.

The findings of this study are important, as they enable scientists to
design more efficient HBC devices, which are better tuned to the human
electric field and, hopefully, better suited for user interaction.

Keyboards, screens, switches and wires dominate the way people
communicate, and the basics of user interfaces, or "soft ergonomics,"
have hardly changed in the last few decades. People still sit behind desks
for hours and stare at monitors. Connectivity is very dependent on
wireless signals, and thus, the open nature of these networks makes data
vulnerable to hacker attacks.

By using the human body itself as a network, HBC could potentially
change this.

As Dr. Muramatsu and Mr. Nishida put it, "Because the electric field
used in HBC has the property of being sharply attenuated with respect to
distance, it hardly leaks to the surrounding space during signal
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transmission. Thus, using this human body communication model makes
it possible to communicate with excellent confidentiality and without
generating electromagnetic noise. However, one major drawback of
HBC is that it cannot be used for high-speed data communication. Thus,
the focus should be on applications of HBC that transmit relatively low-
capacity data, such as authentication information and biomedical signals,
for long periods with low power consumption."

  More information: Yoshifumi Nishida et al, Equivalent Circuit Model
Viewed from Receiver Side in Human Body Communication, IEEE
Transactions on Biomedical Circuits and Systems (2019). DOI:
10.1109/TBCAS.2019.2918323
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