
 

Apple releases update to prevent FaceTime
eavesdropping

February 7 2019, by Michael Liedtke

  
 

  

Grant Thompson and his mother, Michele, look at an iPhone in the family's
kitchen in Tucson, Ariz., on Thursday, Jan. 31, 2019. The 14-year-old stumbled
upon a bug in the iPhone's FaceTime group-chatting feature on Jan. 19 while
calling his friends to play a video game. With the bug, a FaceTime group-chat
user calling another iPhone, iPad or Mac computer could hear audio, even if the
receiver did not accept the call. (AP Photo/Brian Skoloff)
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Apple has released an iPhone update to fix a software flaw that allowed
people to eavesdrop on others while using FaceTime.

The bug enabled interlopers to turn an iPhone into a live microphone
while using Group FaceTime. Callers were able to activate another
person's microphone remotely even before the person has accepted or
rejected the call.

Apple turned off the group-chat feature last week, after a 14-year-old
boy in Tucson, Arizona, discovered the flaw. The teenager, Grant
Thompson, and his mother said they unsuccessfully tried to contact the
company about the problem for more than a week. Apple has been
criticized for the delay in responding and has promised to improve
procedures.

The FaceTime repair is included in the latest version of Apple's iOS 12
system, which became available to install Thursday.

Although the FaceTime bug has now been addressed, its emergence is
particularly embarrassing for Apple. The bug exposed Apple customers
to potential surveillance at a time that CEO Tim Cook has been
repeatedly declaring that personal privacy is a "fundamental human
right."

Cook also has publicly skewered Facebook and Google, two companies
that collect personal information to sell advertising, for not doing enough
to protect people's privacy.

Apple credited Thompson for discovering the FaceTime bug as part of
its software update, nearly a week after thanking him for reporting the
bug in the first place.

As often occurs when people flag software flaws, Thompson will be
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rewarded for his sleuthing. Apple plans to contribute to Thompson's
college fund in addition to paying a bounty to him and his family for
reporting the bug. The company, which has $245 billion in cash, isn't
disclosing the amounts.

Michele Thompson, Grant's mother, told The Associated Press in a text
that the family intends to use all of the Apple money help cover his
college expenses.

© 2019 The Associated Press. All rights reserved.

Citation: Apple releases update to prevent FaceTime eavesdropping (2019, February 7) retrieved
12 May 2024 from https://phys.org/news/2019-02-apple-facetime-eavesdropping.html

This document is subject to copyright. Apart from any fair dealing for the purpose of private
study or research, no part may be reproduced without the written permission. The content is
provided for information purposes only.

Powered by TCPDF (www.tcpdf.org)

3/3

https://phys.org/news/2019-02-apple-facetime-eavesdropping.html
http://www.tcpdf.org

