
 

36 indicted in global cybercrime ring that
stole $530M

February 7 2018, by Michael Balsamo

Thirty-six people were indicted in connection with an international
identity theft ring known as a "one-stop shop for cybercriminals" that
sold stolen credit card information on the dark web, leading to losses of
more than $530 million, U.S. prosecutors said Wednesday.

The Infraud Organization—founded in 2010 and operated under the
slogan "In Fraud We Trust"—used an online forum to buy and sell stolen
credit card and bank account numbers, Social Security numbers and
other personal information, the U.S. Justice Department said.

Investigators believe the group's nearly 11,000 members targeted more
than 4.3 million credit cards, debit cards and bank accounts worldwide,
Deputy Assistant Attorney General David Rybicki said.

Most of the members of Infraud never met in person and only knew one
another through their online usernames, he said. The organization's goal
was to become the premier site to purchase retail items with stolen or
counterfeit credit card information, prosecutors said.

The group's hierarchy included administrators who managed the
operation and membership, forum moderators and vendors who sold
illicit products and services to members. Members of the group would
then use the forum on the dark web—part of the internet often used for
illegal activity—to gather information and facilitate the sale of the stolen
data, officials said.
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The indictment unsealed Wednesday in Nevada marks the first time the
Justice Department has arrested anyone in connection with Infraud,
which Rybecki called one of the largest international cybercrime rings.

"This case reflects the alarming and increasing threat posed by
cybercrime," Rybicki said. "The Department of Justice refuses to allow
cybercriminals to hide behind the anonymity of the web while stealing
personally identifying information, emptying bank accounts, and
wreaking havoc on our nation's digital infrastructure and financial
system."

Thirteen people were taken into custody across the globe, including in
California, New York and Alabama. Suspects arrested in France, the
United Kingdom, Italy, Australia, Kosovo and Serbia were awaiting
extradition.

© 2018 The Associated Press. All rights reserved.

Citation: 36 indicted in global cybercrime ring that stole $530M (2018, February 7) retrieved 20
March 2024 from https://phys.org/news/2018-02-indicted-global-cybercrime-stole-530m.html

This document is subject to copyright. Apart from any fair dealing for the purpose of private
study or research, no part may be reproduced without the written permission. The content is
provided for information purposes only.

Powered by TCPDF (www.tcpdf.org)

2/2

https://phys.org/news/2018-02-indicted-global-cybercrime-stole-530m.html
http://www.tcpdf.org

