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A face in a crowd in Mission: Impossible Rogue Nation.

If you've watched any sort of spy thriller or action film over the last few
years – think Jason Bourne or Mission: Impossible – the chances are
you've seen facial recognition software in action. These movie scenes
often involve an artist's sketch compared to mug shots, or sometimes
even a live CCTV stream, and with the clock ticking, a match is usually
found for the culprit in the nick of time.
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http://www.imdb.com/title/tt4196776/?ref_=nv_sr_1
http://www.imdb.com/title/tt2381249/?ref_=nv_sr_1


 

It seems natural then to assume that what happens in the film world is
similar to what happens (most of the time) in the real world. We might
think that our faces are constantly being tracked and recognised as we
walk past security cameras in city centres – but this is not actually the
case.

Not only would such a system require millions of cameras capable of
producing high-quality footage, but it would also require the integration
of photo-ID databases such as mugshots from every police force,
previous passport images, and driving license images for everyone in the
country.

And yet even if this high level of integration was possible, a far more
basic problem still exists – facial recognition systems are still not 100%
accurate.

Humans on top

In relatively easy situations, where faces are front-on and reasonably
clear, computer algorithms can now outperform humans. But in much
harder conditions when faces are pictured from different angles or in
poor lighting, humans still come out on top.

A lot of this is because of how these types of systems work in a real-
world setting. Generally a computer face recognition system will provide
a "candidate list" of best guesses, and from this list a human operator
makes the final decision. But because these lists tend to produce several
very suitable lookalikes as the target, the operator's choice is a tough job
– with error rates as high as 50%.
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https://phys.org/tags/faces/
http://www.washington.edu/news/2016/06/23/how-well-do-facial-recognition-algorithms-cope-with-a-million-strangers/
http://www.washington.edu/news/2016/06/23/how-well-do-facial-recognition-algorithms-cope-with-a-million-strangers/
http://www.sciencedirect.com/science/article/pii/S0262885613001741
https://utdallas.influuent.utsystem.edu/en/publications/human-and-algorithm-performance-on-the-pasc-face-recognition-chal
http://journals.plos.org/plosone/article?id=10.1371/journal.pone.0139827


 

  

Does the middle ID image belong to the person on the left or the right? (Answer:
all three are the same person).

For similar security systems, such as the eGates used in several airports,
information on their accuracy is unavailable. But there have been several
cases of people being successfully "cleared" while using their partner's
passport – which could well be a cause for concern.

Face in a crowd

When it comes to recognising a face, research shows people are near
perfect when shown familiar faces but fare much worse when the faces
are unfamiliar.

It seems, the difficulty arises from the enormous amount of variability
we see across different images of the same person. So even minor
changes – like the addition of a pair of glasses – can make us
significantly worse. And most people seem to be unaware of their drop
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http://icinspector.independent.gov.uk/wp-content/uploads/2012/02/Inspection-of-Gatwick-Airport-North-Terminal.pdf
http://www.dailymail.co.uk/travel/article-1357913/Security-breach-caused-new-biometric-technology-Manchester-Airport.html
http://www.dailymail.co.uk/travel/article-1357913/Security-breach-caused-new-biometric-technology-Manchester-Airport.html
https://www.ncbi.nlm.nih.gov/pubmed/11676099
http://onlinelibrary.wiley.com/doi/10.1002/acp.3261/full
https://www.ncbi.nlm.nih.gov/pubmed/25988915


 

in performance.

In general, passport officers are no better than university students when
matching unfamiliar people – and research shows that training in this
area doesn't seem to make a difference – you've either got it or you
haven't.

But there are also large individual differences in abilities over the
population – from those who are clinically "face blind" to the highly
accurate "super recognisers" – who are able to do just that, be super at
recognising.

  
 

  

Catching criminals in the new Jason Bourne film is still more fiction than fact.
Screenshot, Author provided

Faces of the future

Looking to the future, for automatic face recognition systems there is
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https://www.ncbi.nlm.nih.gov/pubmed/25988915
http://journals.plos.org/plosone/article?id=10.1371/journal.pone.0103510
http://journals.plos.org/plosone/article?id=10.1371/journal.pone.0103510
https://www.ncbi.nlm.nih.gov/pubmed/24919354
http://superrecognisers.com/
https://phys.org/tags/face+recognition/


 

increasing evidence that using "face averages" may improve
identification rates. These averages are computer-generated images,
made by combining several photographs of the same person.

Computer algorithms show an advantage when using these averages to
compare to a target image. A simple smartphone system is also better at
recognising a user if an average image is stored in its memory.

But it may well be that long-term, we choose to leave behind our belief
that facial comparison is the solution – and instead embrace other means
of identification.

This could include iris and retinal scans, fingerprints, and even signature
matching – all of which are considered to be more accurate than using
faces.

So as things currently stand, there's no need to be concerned about being
recognised by cameras as you walk down the high street just yet.
Because for the time being, you're still just a face in a crowd.

This article was originally published on The Conversation. Read the 
original article.
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