
 

European man held until hearing in phishing
scam

February 27 2016, by Joe Mandak

An Eastern European man was ordered held Friday until a detention
hearing on charges he ran an international email phishing scheme that
enabled him and others to steal banking information from U.S.
companies.

Andrey Ghinkul, 30, is from Moldova. He was arrested in August while
on vacation in Cyprus and was extradited to Pennsylvania last week.

A federal judge set his arraignment and detention hearing for March 2.
Prosecutors plan to ask that he remain jailed until trial because they say
he a risk to flee prosecution.

U.S. victims of the Bugat malware that infected computers of those who
opened the phishing emails lost about $10 million, the FBI said. The
charges were filed in Pittsburgh partly because the greatest threats
involved a bank and a school district in western Pennsylvania.
Worldwide, businesses and others have lost at least $25 million, U.S.
Attorney David Hickton said.

An employee of Penneco Oil Company Inc. in Delmont opened an email
that attacked the computer and enabled Ghinkul and others to attempt
bank transfers in the company's name.

The hackers moved nearly $2.2 million from a Penneco account to a
bank in Krasnodar, Russia, in August 2012 and moved $1.35 million
from a Penneco account to a bank in Minsk, Belarus, in September

1/2



 

2012, authorities said. Another attempted transfer of about $76,000 to a
Philadelphia bank account that same month failed, the indictment said.

Penneco's senior vice president, D. Marc Jacobs, said the company
learned they'd been hacked after an employee's email went berserk in
May 2012. The company's computer consultant referred them to the
FBI.

The company's bank, First Commonwealth based in Indiana,
Pennsylvania, is now considered the victim in the case because it
restored the stolen funds. Any restitution will go to the bank.

The Sharon City School District was also a victim of the scheme.
Hackers tried and failed to transfer $999,000 from one of its bank
accounts to an account in Kiev, Ukraine, in December 2011, the
indictment said.

"Today's news demonstrates the investment, commitment and resolve of
all of us, and especially the FBI, to bring cyber criminals thought to be
untouchable to justice here in western Pennsylvania," Hickton said.

© 2016 The Associated Press. All rights reserved.

Citation: European man held until hearing in phishing scam (2016, February 27) retrieved 26
April 2024 from https://phys.org/news/2016-02-european-held-phishing-scam.html

This document is subject to copyright. Apart from any fair dealing for the purpose of private
study or research, no part may be reproduced without the written permission. The content is
provided for information purposes only.

Powered by TCPDF (www.tcpdf.org)

2/2

https://phys.org/news/2016-02-european-held-phishing-scam.html
http://www.tcpdf.org

