
 

United pays miles to hackers who spotted IT-
system flaws

July 16 2015, byThe Associated Press

Two hackers have scored a million frequent-flier miles each on United
Airlines for finding security holes in the airline's computer systems.

The awards were made under a security program that United started in
May. Technology companies have offered so-called bug bounties, but
they are unusual in the transportation industry.

United spokesman Luke Punzenberger said Thursday that two people
have received the maximum award of 1 million miles each and others
got smaller awards. A million miles is enough for several first-class trips
to Asia or up to 20 round-trips in the U.S.

Punzenberger declined to say what kinds of flaws the hackers found but
said their information had been turned over to company researchers.
"We're confident that our systems are secure," he said.

United has suffered several major problems with technology systems
since 2012, when it switched passenger-reservations and other systems
over to those that had been used at its smaller merger partner,
Continental Airlines. Last week, all United flights were briefly grounded
and more than 1,000 delayed after one such breakdown, which the
airline blamed on a faulty computer router. A smaller outage occurred in
June.

Airlines "take all necessary precautions" to keep customer data secure,
and most if not all have internal programs that continuously check
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systems for intrusions, said Jean Medina, a spokeswoman for the
industry trade group Airlines for America. She said, however, that the
group isn't aware of any other airline offering a bug bounty.

Bounties are common in the tech world. Companies use them to enlist so-
called white-hat hackers with enough specialized skill to spot security
gaps before cybercriminals use them to steal customer information or
crash websites.

Chris Petersen, chief technology officer and co-founder of LogRhythm
Inc., a Boulder, Colorado-based security intelligence company, said bug
bounties are growing in popularity, as companies race to shut all the
backdoors into their systems before the black-hat hackers find them.

But there just aren't that many people out there with the needed abilities.

"It's very specialized and there aren't that many people (who) are very
good at it," Petersen said. "Those that are, are very expensive to hire."

Google, Yahoo, Microsoft and others publish bounty rules on their sites.

Facebook, for example, asks hackers for "reasonable time" before going
public with their findings. It promises not to sue or call law enforcement
on tipsters if they do their best to avoid privacy violations and service
interruptions during their research.
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Citation: United pays miles to hackers who spotted IT-system flaws (2015, July 16) retrieved 20
April 2024 from https://phys.org/news/2015-07-miles-hackers-it-system-flaws.html

This document is subject to copyright. Apart from any fair dealing for the purpose of private
study or research, no part may be reproduced without the written permission. The content is

2/3

https://phys.org/news/2015-07-miles-hackers-it-system-flaws.html


 

provided for information purposes only.

Powered by TCPDF (www.tcpdf.org)

3/3

http://www.tcpdf.org

