
 

Timeline: Roughly 4 weeks pass before gov't
reveals hacking
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In this June 16, 2015 file photo, Office of Personnel Management (OPM)
Director Katherine Archuleta pauses while testifying on Capitol Hill in
Washington. The White House waited roughly four weeks before telling the
public that hackers had stolen the personal information of millions of people
associated with the federal government, two people directly involved with the
investigation tell The Associated Press. In providing a more detailed chronology
of the break-in at the U.S. Office of Personnel Management, the two people say
the White House decided June 2 to disclose it that week. OPM and the
Homeland Security Department publicly confirmed the data thefts on June 4,
shortly after the AP broke the story. They spoke on condition of anonymity
because parts of the case and techniques being used are classified. (AP
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Photo/Cliff Owen)

The White House waited roughly four weeks before telling the public
that hackers had stolen the personal information of millions of people
associated with the federal government, two people directly involved
with the investigation tell The Associated Press.

In providing a more detailed chronology of the break-in at the U.S.
Office of Personnel Management, the two people say the White House
decided June 2 to disclose it that week. OPM and the Homeland Security
Department publicly confirmed the data thefts on June 4, shortly after
the AP broke the story. They spoke on condition of anonymity because
parts of the case and techniques being used are classified.

Press guidance from the administration sent by email to industry
executives on June 2 explained vaguely that an issue with implications
for the U.S. intelligence community was about to be disclosed and
predicted that it would generate some minor news coverage in
Washington and trade periodicals. The AP was read a copy of the
guidance.

A White House official, who was not authorized to speak publicly about
the break-in, said the delay was needed to identify what information was
exposed and how many people were affected, ensure that a public
announcement wouldn't interfere with the investigation and establish a
process to notify affected employees.

Roughly six weeks later, the U.S. still doesn't know exactly what
information was exposed or how many people were affected, and it has
not provided detailed warnings to employees whose information was
compromised.
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"We are working with the agencies right now to determine how many of
their employees were affected," OPM's director, Katherine Archuleta,
said on Capitol Hill. "We do not have that number at this time."

  
 

  

In this June 16, 2015, photo, Office of Personnel Management (OPM) Director
Katherine Archuleta testifies on Capitol Hill in Washington, before the before
the House Oversight and Government Reform Committee hearing on the OPM
data breach. Rep. James Langevin of Rhode Island says Archuleta has failed to
respond to serious deficiencies in OPM's cybersecurity set-up that have been
known since at least 2007. Archuleta faced withering criticism from Democrats
and Republicans on the House Oversight and Government Reform Committee
who accused the agency of gross negligence. (AP Photo/Cliff Owen)

The two people involved in the investigation and a congressional aide,
who also requested anonymity after a classified briefing, have told the
AP previously that the personal information stolen affects as many as 14
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million current and former federal employees and others.

The White House official noted that under a proposal that Congress
hasn't voted to approve, private companies would also have 30 days to
notify customers after hackers steal their information. Under the White
House plan, companies who suffer routine hacking attacks can request
additional extensions of 30 days each before notifying victims, and the
FBI or Secret Service can waive requiring notifications if it would
damage national security, reveal sensitive sources or methods or impede
an investigation.

© 2015 The Associated Press. All rights reserved.

Citation: Timeline: Roughly 4 weeks pass before gov't reveals hacking (2015, June 18) retrieved
23 April 2024 from https://phys.org/news/2015-06-timeline-roughly-weeks-govt-reveals.html

This document is subject to copyright. Apart from any fair dealing for the purpose of private
study or research, no part may be reproduced without the written permission. The content is
provided for information purposes only.

Powered by TCPDF (www.tcpdf.org)

4/4

https://phys.org/news/2015-06-timeline-roughly-weeks-govt-reveals.html
http://www.tcpdf.org

