
 

NATO to hold major cyber defense drill in
Estonia

April 21 2015, byJari Tanner

About 400 computer experts will participate in a major cybersecurity
drill in Estonia this week as part of NATO's efforts to upgrade its
capability to counter potentially debilitating hacker attacks.

Teams from 16 nations will take part in the Locked Shields 2015
exercise at NATO's cyberdefense center in Tallinn. The annual drill is
one of the largest of its kind.

This year's drill will involve both the Windows 8 operating system and
the upcoming Windows 10 system, organizers said Tuesday.

The drill comes at a time of heightened tensions in Eastern Europe,
where NATO military forces are exercising almost continuously to deter
any Russian aggression following Moscow's intervention in Ukraine.

Rob Pritchard, a cybersecurity expert at the Royal United Services
Institute in London, said the cyber drill probably has a similar focus.

"Russia is currently looming large on the NATO radar, and the exercise
is likely to simulate attacks similar to those used by the Russian state,
and state-backed actors," Pritchard said.

Liisa Parts, a spokeswoman for the NATO Cooperative Cyber Defence
Centre of Excellence in Tallinn, said the exercise is "based on a
completely fictional scenario," featuring a fictional country.
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Estonian government, media and corporate websites were paralyzed in
2007 by cyberattacks that Estonia said were orchestrated by Russia.
Moscow denied any involvement.

Pritchard said other elements in the exercise could include attacks from
pro-terrorist organizations, such as those against the French broadcaster
TV5Monde recently by a pro-Islamic State group which disrupted the
channel's broadcasts.

At a NATO summit last September, President Barack Obama and other
leaders ordered a ramp-up in the alliance's cyberdefense capabilities and
warned that a cyberattack against a NATO member state could trigger
the same collective defense response as military aggression.

© 2015 The Associated Press. All rights reserved.

Citation: NATO to hold major cyber defense drill in Estonia (2015, April 21) retrieved 6 May
2024 from https://phys.org/news/2015-04-nato-major-cyber-defense-drill.html

This document is subject to copyright. Apart from any fair dealing for the purpose of private
study or research, no part may be reproduced without the written permission. The content is
provided for information purposes only.

Powered by TCPDF (www.tcpdf.org)

2/2

https://phys.org/news/2015-04-nato-major-cyber-defense-drill.html
http://www.tcpdf.org

