
 

Report: VA sent data over unsecured
networks

March 7 2013

A government watchdog says the Veterans Affairs Department has been
sending sensitive data—including electronic health records—over
unencrypted networks, making them vulnerable to theft or misuse.

The VA's inspector general says it has been common practice for the
agency to send the unencrypted data to outpatient clinics and private
contractors, contrary to federal rules that require a higher level of
security.

The information included veterans' and dependents' Social Security
numbers, dates of birth and other private health data. No security breach
occurred.

The inspector general is recommending the agency put in place the
necessary controls and train its personnel on understanding the
importance of encrypting sensitive information.

VA officials say they agree with the report's recommendations and will
take corrective action.

Copyright 2013 The Associated Press. All rights reserved. This material
may not be published, broadcast, rewritten or redistributed.
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