
 

Cloud computing: Gaps in the 'cloud'

October 24 2011, by Jens Wylkop

Researchers from Ruhr-University Bochum have found a massive
security gap at Amazon Cloud Services. Using different methods of
attack (signature wrapping and cross site scripting) they tested the
system which was deemed "safe". "Based on our research results,
Amazon confirmed the security gaps and closed them immediately", said
Prof. Dr. Jorg Schwenk, chair for network and data security at the RUB.
Amazon Webservices (AWS) offers its customers cloud computing
services and hosts, among others, services like Twitter, Second Life and
4Square.

Cloud computing could be the major computing paradigm of tomorrow.
The idea of processing and storing software and data in a cheap external
infrastructure is becoming increasingly popular. The fact that these
services are by no means as secure as promised is now demonstrated by
the research results of Prof. Schwenk and his staff.

The "Cloud" is a collection of many virtual servers with concentrated 
computing power. Outsourcing to cloud computing has many advantages
for professional users: they can rent storage and server capacity short
term on demand. The service is invoiced, for example, according to the
usage period, and the customer saves the cost of purchasing his own
software and hardware. Up to now, the discussion about cloud
computing has above all been dominated by the inability to comply with
legal requirements. "Real" attacks were, however, less in the public eye.

"A major challenge for cloud providers is ensuring the absolute security
of the data entrusted to them, which should only be accessible by the
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clients themselves," said Prof. Schwenk, who set out with his staff to
seek weak points. They have found what they were looking for: Juraj
Somorovsky, Mario Heiderich and Meiko Jensen tested the security
concept of the cloud provider Amazon Web Services, in short AWS.

"Using different kinds of XML signature wrapping attacks, we
succeeded in completely taking over the administrative rights of cloud
customers", said Juraj Somorovsky. "This allowed us to create new
instances in the victim's cloud, add or delete images." The researchers
suspect that many cloud offers are susceptible to signature wrapping
attacks, since the relevant web service standards make performance and
security incompatible. "We are working on a high-performance solution,
however, that no longer has any of the known security gaps", said Prof.
Dr. Jörg Schwenk.

In addition, the researchers found gaps in the AWS interface and in the
Amazon shop which were ideally suited for smuggling in executable
script code - what are termed cross-site scripting attacks. With alarming
consequences: "We had free access to all customer data, including
authentication data, tokens, and even plain text passwords" said Mario
Heiderich. The researcher see the common login as a complex potential
danger: "It's a chain reaction. A security gap in the complex Amazon
shop always also directly causes a gap in the Amazon cloud."

In contrast to public belief, Private Clouds are also vulnerable to the
aforementioned attacks: Eucalyptus, an open source project widely used
to implement Cloud solutions within companies, did expose the same
weaknesses. "A rough classification of cloud technologies cannot replace
a thorough security investigation", states Prof. Schwenk.

"Critical services and infrastructures are making increasing use of cloud
computing", explained Juraj Somorovsky. According to industry
estimates, the turnover of European cloud services is set to more than
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double in the next four years – from around 68 billion Euros in 2010 to
about 148 billion in 2014. "Therefore it is essential that we recognise the
security gaps in cloud computing and avoid them on a permanent basis."
Industry took immediate action: "On our advice, Amazon and
Eucalyptus confirmed the security gaps and closed them immediately".
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