
 

Tire-pressure monitors vulnerable,
researchers say

September 2 2010

(PhysOrg.com) -- Wireless tire pressure monitoring systems designed to
alert drivers to problems with low tire pressure can be intercepted or
forged, causing possible security or privacy threats, according to
research at the University of South Carolina and Rutgers University.

Dr. Wenyuan Xu, an assistant professor in the department of computer
science and engineering at USC and the lead investigator on the project,
said tire pressure monitoring communications systems in many new cars
are not properly secured, allowing anyone to eavesdrop on the wireless
communication and send false messages to drivers. Most new cars
manufactured or sold in the U.S. after 2007 are equipped with the tire
pressure monitoring system.

As technology evolves and more wireless sensors and devices are
introduced into cars, Xu said carmakers need to pay more attention to
securing wireless communication before more serious vulnerabilities
emerge. For example, although not a reality yet, if the tire pressure
reading is used to assist the stability control, then sending a forged
message with the wrong tire pressure could be dangerous.

USC researchers and their colleagues at Rutgers University studied tire-
pressure monitoring systems (TPMS), the devices that monitor air
pressure inside tires and trigger a dashboard warning if a tire’s pressure
drops. Researchers were able to intercept the wireless signals 120 feet
away from the car using a simple receiver.
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“Hopefully, as a result of our project, the security and privacy concerns
from consumers will push the car industry to design in-car wireless
networks with security and privacy in mind,” Xu said.

Virtually all new cars use direct TPMS, which relies on wireless
technologies. Since wireless communication is prone to eavesdropping
and malicious hacking, the researchers wanted to analyze the security
and privacy aspects of the first widely used wireless systems, Xu said.
“Since the wireless communication contains unique identifiers of each
car, it is possible to track vehicles by listening to the tire pressure
monitoring system’s wireless communication,” Xu said. “Further, we
have shown that we can transmit false messages to make the car trigger
the ‘low pressure warning light’ on the dashboard while all tire pressures
are normal. We managed to ‘damage’ the tire pressure monitoring system
by sending false messages.”

  More information: Xu is a co-author of the paper, “Security and
Privacy Vulnerabilities of In-Car Wireless Networks: A Tire Pressure
Monitoring System Case Study,” and presented it at the USENIX
Security Symposium in Washington, D.C., earlier this month.

Provided by University of South Carolina

Citation: Tire-pressure monitors vulnerable, researchers say (2010, September 2) retrieved 24
April 2024 from https://phys.org/news/2010-09-tire-pressure-vulnerable.html

This document is subject to copyright. Apart from any fair dealing for the purpose of private
study or research, no part may be reproduced without the written permission. The content is
provided for information purposes only.

Powered by TCPDF (www.tcpdf.org)

2/2

https://phys.org/tags/privacy+concerns/
https://phys.org/tags/wireless+networks/
https://phys.org/tags/wireless+networks/
https://phys.org/tags/wireless+communication/
https://phys.org/news/2010-09-tire-pressure-vulnerable.html
http://www.tcpdf.org

