
 

Hackers breach UC Berkeley computer
database

May 8 2009, By JASON DEAREN , Associated Press Writer

(AP) -- University of California, Berkeley, officials said Friday that
hackers infiltrated restricted computer databases, putting at risk health
and other personal information on 160,000 students, alumni and others.

The university said data include Social Security numbers, birth dates,
health insurance information and some medical records dating back to
1999. Personal medical records - such as patient diagnoses, treatments
and therapies - were not compromised, officials said.

The databases also included personal information of parents, spouses and
Mills College students who used or were eligible for Berkeley's health
services.

In all, 97,000 Social Security numbers were stolen, said Shelton
Waggener, UC Berkeley's associate vice chancellor for information
technology and its chief information officer.

Social Security numbers can be used by identity thieves to access a
person's current credit history, or bank and credit card accounts,
according to the California Office of Privacy Protection. The numbers
can also be used to open new bank and credit accounts, or even get a
driver's license in the victim's name, privacy-protection officials warn.

The school has identified 160,000 total names in the database and
contacted everyone regardless of whether their Social Security number
also was compromised.
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The server breach occurred on Oct. 6, 2008, and lasted until April 9,
when campus staff performing routine maintenance found messages the
school said were left by the hackers.

"The indications are that the hackers left messages to the system
administrator taunting the system administrator that they had broken in,"
Waggener said. "It's a common hacker approach for identifying
themselves."

The school said it had traced the hackers' computers to a number of
overseas locations, including China, and turned that information over to
the FBI and campus police. An outside Internet security firm has also
been hired to conduct an audit of the school's systems and its
information security measures.

Although the breach was discovered April 9, former and current students
did not receive e-mail notification of the hacks until Friday morning.
The university said it took forensic technology experts until April 21 to
figure out which databases were hacked.

"Since then a team of more than 20 people from across the campus have
been working seven days a week to determine the exact scope and nature
of the breach," the school said.

It established a Web site at http://datatheft.berkeley.edu to answer
questions about the incident.

Graduate student Kate Monroe, 27, said she was taking the school's
warning seriously and planned to have a free fraud alert added to her
credit report.

"My mom has dealt with identity theft and it's no joke," Monroe said.
"Getting her identity cleaned up has been nearly impossible."
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The school said Friday it had not received any reports of identity theft
from any students who were notified.

In March 2005, a thief walked into a UC Berkeley office and swiped a
computer laptop containing personal information on nearly 100,000
alumni, graduate students and past applicants. Officials said that laptop
was recovered before any personal information was breached.

Six months earlier, a computer hacker gained access to UC Berkeley
research being done for the state Department of Social Services. Those
files contained personal information of about 600,000 people.

---

On the Net:

http://datatheft.berkeley.edu

©2009 The Associated Press. All rights reserved. This material may not be
published, broadcast, rewritten or redistributed.

Citation: Hackers breach UC Berkeley computer database (2009, May 8) retrieved 25 April 2024
from https://phys.org/news/2009-05-hackers-breach-uc-berkeley-database.html

This document is subject to copyright. Apart from any fair dealing for the purpose of private
study or research, no part may be reproduced without the written permission. The content is
provided for information purposes only.

Powered by TCPDF (www.tcpdf.org)

3/3

https://phys.org/tags/uc+berkeley/
http://datatheft.berkeley.edu
https://phys.org/news/2009-05-hackers-breach-uc-berkeley-database.html
http://www.tcpdf.org

