PHYS 19X

The Kaspersky Top 20 for April

May 4 2007

Kaspersky Labs' list of top e-mail and online threats has a newbie in the

top spot.

Dlena.cb broke into the rankings last month and actually topped the
charts. This an old family of malware, but not a problematic one until

April.

Trojan spy programs have been dominant in recent months, but there is
only one, ProAgent, in the April Top Twenty; This program will record
all data entered via the keyboard, and though it's not as sophisticated as
the Trojans that steal only bank account data, it is still relatively efficient

and 1s popular among script kiddies.

Another interesting development is in Virtumonde, an adware program,
currently at No. 5. This program has begun to incorporate rootkit
technologies to give it a better lifespan on the system by making it
harder to detect. It is being distributed using other real Trojan horse
programs, including No. 7, INService.bl.

Here's the full list:

1 New [Trojan-Proxy.Wi [3.23%
n32.Dlena.cb

2 New Packed.Win32.Po[2.87%
lyCrypt.b

3 New Trojan-Spy.Win3|1.88%
2.ProAgent.21
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4 -1 Email-Worm.Win(l1.52%
32.Brontok.q

5 New not-a-virus:AdWall.43%
re.Win32.Virtum
onde.if

6 +5 Trojan.Win32.Ag(1.26%
ent.qt

7 New Trojan-Download|1.17%
er.Win32.INServi
ce.bl

3 New Virus.VBS.Small. [1.17%
a

0 Return Trojan-Clicker.W|1.08%
in32.Small k]

10 New Trojan-Download|1.08%
er.Win32.Small.d

2C

11 New Packed.Win32.Ti|1.08%
bs.r

12 New IM-Worm.Win320.99%
.Sohanad.t

13 New Trojan-Download|0.99%
er.Win32.Small.e
db

14 -8 Email-Worm.Win0.90%
32.Rays.

15 -14 not-a-virus:Monit [0.90%
or.Win32.Perflog
ger.163

16 New not-a-virus:Porn- [0.81%
Dialer.Win32.GB
Dialer.1

17 New Trojan-Download|0.81%
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er.Win32.Small.d
dx

18 New Email-Worm.Winf0.72%
32.Zhelatin.ch

19 New Trojan-PSW.Win(0.63%
32.0nLineGames
bs

20 Return Trojan.Win32.0b(0.63%
fuscated.ev

Other malicious [74,85%
programs
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