
 

Hacking Citibank's Virtual Keyboard

May 12 2007

A researcher points out that malware can just as easily capture mouse-
clicked PINs as those entered at the keyboard.

In some countries outside of the US, Citibank has a login option to enter
your PIN by clicking on the display of a keyboard rather than with the
physical keyboard.

Perhaps the idea is to defeat keyloggers, but a researcher has
demonstrated that it's easy for malware to capture the PIN anyway.

The technique, posted on the popular Bugtraq mailing list, generated
some scorn from readers (not an unusual result on Bugtraq). The two
main complaints, both true, are that a) the attack presumes that malware
has already been installed on the system; and b) this is an old technique - 
consider this almost identical thread on Bugtraq from 2005.

The technique, which has been used in some malware for years, is to
take a screen shot when the mouse is clicked, noting the coordinates of
the click. It's true that to execute this attack, the attacker needs to have
the program installed on the system already, a formidable barrier to
entry, but not when you consider the point of the virtual keyboard: an
attacker would only put a user through this if he/she suspected they may
already have a keylogger on their system. The feature is designed for
already-infected systems.
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http://www.tracingbug.com/index.php/articles/view/23.html
http://www.tracingbug.com/index.php/articles/view/23.html
http://seclists.org/bugtraq/2005/Aug/0088.html
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