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On the face of it, the old saying goes, things are not always as they seem.
However, when it comes to faces, things are almost always what they
seem, according to a new report coauthored by two University of Notre
Dame biometrics researchers.

Kevin Bowyer and Patrick Flynn have been researching the feasibility of
image-based biometrics and multi-biometrics since 2001, including first-
of-kind-comparisons of face photographs, face thermograms, 3-D face
images, iris images, videos of human gait, and even ear and hand shapes.
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A biometric is a stable and distinctive physiological feature of a person
that can be measured and used to identify them; the fingerprint is
probably the most familiar example.

In the wake of the terrorist attacks of Sept. 11, 2001, the U.S.
government has called on academic researchers and the private sector to
dramatically improve facial and iris recognition technologies. Facial
recognition technology converts photos into numerical sequences that
can be instantly compared with millions of photos in a database.

As a result, federal agencies examining the feasibility of these
technologies are in need of teams that can define and execute “challenge
problems” designed to assess biometric system performance on a level
playing field to minimize biases.

Bowyer and Flynn were part of a National Institute of Standards and
Technology (NIST) test process called the “Face Recognition Vendor
Test (FRVT) 2006” and the “Iris Challenge Evaluation (ICE) 2006.”

The facial recognition test compared vendors’ systems on their ability to
recognize high-resolution still images and three-dimensional facial
images under both controlled and uncontrolled illumination. The facial
recognition tests also compared the 2006 results to an earlier evaluation
done in 2002. The ICE 2006 test analyzed iris recognition performance
from left and right irises.

In the recently released NIST report, Bowyer, Flynn and other
researchers report that face recognition technology has improved
dramatically. False recognition rates produced by the best systems have
dropped 90 percent over the last four years. They found that facial
recognition technology can be better than human identification of faces,
with accuracy rates near 99 percent.
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The report also noted that iris recognition systems, whose proponents
have often claimed are superior to other biometrics, had similar
performance to face recognition systems in terms of false rejection
probability.

The report did not rank individual vendor systems based on
performance.
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